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ETREBEAKAL L

Electronic Medical Record System Survey Form

WAL b SR B

Institution name

iiona RAA (AR 6 THE)

System name & version

s P ERAER-TNERBERARR T
Survey form completed by (Department)

AR FNE [ BARSR T oMK
Completed by / Title

AN (04)2359-2525 /- #£4781

Contact number

T FEH IR -

Rk Jec il ivy87088@vghtc.gov.tw

P17 Questions:
1. ETREBALKRTAHELBAR?

Is the electronic medical record certified?
B ZYes [ ] %No

EA 0 WIRE AR AR AT (4] ko ISOXXXXX):
If yes, which criteria of certification have been followed (ex. ISOXXXXX):

ISO 27001:2013

2, RERAGAER S THEB?®

Are the system validation documents available for review? *

W %ves [] FNo

REAComments: A EFEE " ER AU EE - HERRBES B ERRE
T AP LG

3. AHATRIFEM » B A SAEXLEA T NRAR P P2 E05 77 3 T Bp s B3 ?
Is the system validated on a regular basis and the validation information readily
retrievable and retained throughout the retention period?

B ZYes [ ] %No

ER FREIT—REH_ BEEAHRME D —K
If yes, how often will the validation been performed again?

4. FHAEFTEARIALOEN? vER ' REF LSRR UEIL AR EH E2
$£3%? Are data ever transferred to other media? If yes, is there a QC process to ensure
that the data are correctly transferred?

1/13
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B £ (354:E) Yes(please tick)
[ ¢4i&# 3 L4694 1) Transferred to other media
B AR gi45#2 QCprocessis available
[] & %8444 QCprocess is not available

[:I % No
MBAComments:_fFH ZHH A - BITHRAERBEH EH L

5. REBGAEASKALNEBEARES (audit trail)?

Is there a system generated audit trail?

B =vYes [ ] #&No

37, 8H Comments:_% % 285730 Log Server

6. WmEGHE  BHEAMRLETNTHRA?

Is the original information still available for review after the change is made?

B ZYes [ ] %No
% B Comments: {1295 R 45 0L 40.4%

7. HBERCERTINERNRDZFHREA?

Is the audit trail available for monitoring and inspection?
B ZYes [|] %No

& AR M AR
If yes, please describe the review process:

REEE e IR A B sk

8. REBAWILBHEMEER KRR TRERFE RN ZH8?
Are the audit trail and other security settings protected from modification or being
turned off by users?

B ZYes [ | #No
WBA Comments: 1% B 2 & % Bff B 48 42 36 ot 42 6%

9. BEmEMEGATRCHEMEXS B ~ 5 - AEURBEHAE?

Is the audit trail available to capture the date/ time/ details/ person of record change?

B ZYes [ ] %No

3.8 Comments:_ L4 _F A4 Y A L4k

2/13
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10. BZER L BEHMAE S X2

How long is the retained period for the records of audit trail?

1% 4787 B} Retention period:_{& IS0 27001:2013 4% : Z 4443157 3 @A » BB HERE
i fE 7 &

11, BHS B AR R A AT $]782°

Are the computer date and time controlled? °

B ZYes [ | %No

WBAComments: E- B #1 NTP B $y4% F 85 7

12. 265 oo x¥ensg (B PHEH  BUERURETEE [HAF])C
Does the system contain complete records (data, metadata, audit trail, and, as applicable,
e-signatures)? °

B =Yes [ ] FNo

3, Bl Comments:_ 8,4, F % fo4%

13. HRFAHRBINEM  REHABEHL  ARET LSRG HRAEC
Are there adequate backup, recovery and contingency procedures for data and
metadata?®

B =Yes [ | %No

WEBAComments: A BN EREFRREEBREET

14. X FEREMFLA RN > BHHEHEE EANEXIEHRARE
B ¥ — TR FHE? (B ENER)
Are backup media stored in a secure location, and the backup and main databases stored
and functioned separately in order to avoid any damage in one crash? (The backup media
should be kept off-site in a secure location).

B &VYes D %No

#.BAComments: % F F #h {2k 1

15. BT A SRR T EH?

Is the backup system backup the data on a real-time basis?

B =vYes [ ] #No

WEHComments: B A EH A 4% B EHHETH

16. RE A RRBHHEHBGBERERL?

Has the restoration of backup data been tested?

3/13
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17.

18.

19.

20.

21.

22,

Taiwan Clinical Research Association PHARMACEUTICAL MANUFACTURERS ASSOCIATION

B ZYes [ | %No

3% B Comments: R & A Bl BN T BN

WREFREAGRBEER  REFAFIZOREN T (KA RE)
Is there a contingency plan (e.g. paper record) in place in case the system becomes
unavailable

B AYes [ | %No

WBAComments: 3% H XL BEEST

REABRFMOUFERGRES  HillofTHER - BR TR HEIRE?
Is there an up-to-date disaster recovery plan in place, describing how hardware,
software and data will be restored?

B 2Yes [ ] FNo
RAHComments: ZA ZERELS  BFHRITEHN

REGARBOBREBFBTHILE  RBEERBEE?S
Are there procedures and controls for physical security, ensuring a controlled
environment? ¢

B ZvYes [ | %No
WA Comments:_ & A P& B 45 &k 3 BF b 4 4]

REGAHRERERRAEBRLGEAREHHE®?'

Are there procedures and controls for the security of user account and password? f

B 2Yes [ | FNo

3.8 Comments: 2% H MR35 5 48 BN\ B 3 4 4]

RERRBEMEMOAREHERGALHR SR FHBR?
Is there a process to ensure that individuals who should no longer have access are
removed in a timely manner?

B ZYes [ | FNo
3,589 Comments: Bk KA E S A LA R

REHBEEENTKRLAAE IR

Are there procedures to manage and document changes to the system?®

B 2Yes [ | FNo

HEAComments:_f2X F4RR A P FITEF

4/13
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24,

25.

26.

27.

28.
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REGASHRE BEFHHEHE?"

Is there protection from viruses, hackers, etc.? h

B ZYes ]:| ZNo

WBAComments:_Z AT KL - WE B EmE RS

REGABENRERER/SMEERE?

Are there Device and/or Operational Checks as appropriate?’

W AYes [ | FNo
WEAComments: % F S e TG 0 R BERBEEEEH

R MR T RIT R BRG]

Is the system documentation maintained appropriately?’

B ZYes [ ] FNo

3,8 Comments: f23% Log Server

REGRAERELEHNGTFHE"

Are unique and protected electronic signatures used?

B =Yes D ZENo

WBAComments: {f A4 BB BEBFAERERTETFLSE

PRERAECFEE AEAEOERATEARHLEE 8 F52'
If e-signatures are used, are there written procedures to hold people accountable for
their signature?'

B =Yes [ | %No

WHAComments:_BREEAA BN SHBREE BT AERRENLET

WREREFRE  ETRERATALMALS - 08 BB RREEHZA?"
If e-signatures are used, do e-signatures include individual's name, date, time-stamped
and meaning of signature? ™

B ZvYes [ | FNo

R84 Comments:_¢,4 LAk A4 4

FoEERARER  2@ATEAHEN?

Does the system automatically log off a user after a specified period of inactivity?

B ZvYes [ | FNo

REAComments:_= 4448 k {# F Br A &) & 6

5/13
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30.

31.

32.

33.

34.

BR R RER T8k 6 RE BARF ML A48 AR (1] o B 75 R GCP) £ R —295?"
Are clinical trial electronic record collection and retention practices consistent with
regulatory requirements, such as Medical Care Act and GCP? "

B ZYes [ | %No

.8 Comments:

ERBGCPREMATER ~ B RELT  LFTANMB AR RTRAXAGTHE ZER
RBRZEFHRE?®

Is there a process and management policy to access or copy the electronic medical
record for specific clinical study while conducting monitoring, auditing and inspection

under the compliance of GCP?°
|:| #Yes M FNo

FE o EHRAKMIRAE:

If yes, please describe the review process:

REARBEMNAEFPHEFEA LB ETRBIREESYAE?
Is there a process to provide a temporary and independent EMR account and password
to Monitor / CRA?

B 2vYes [ |&No

3.8 Comments:

ERMARNETRERFMEBRATARNEE  LERMERZEHOTRERE?
Will the monitor’s EMR access be read only and be limited to the medical records of a
specific trial’s subjects?

B ZYes [ ] FNo [ | F#ANA

7. B Comments:

ERABRETHEXREMAMNETREEM?

Will the monitor access all the electronic medical records of a clinical trial subject?

B AYes D ZENo

%7 B Comments:

6/13
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RTREMEF ZH W A4 sl thay T/ AR R ERAE?

Does site have EMR user manual and SOP for external user?

[ ] & (3 4:8) Yes (please tick)
[ J32 4294 % User manual is available
[] #4224 £42 4 SOPis available
B %No

3%, B Comments:

REARARYER 2B AR 29 BHA AP

Are there documented training records for persons that use and maintain the system?”

[] 2ZYes B %No

3. 8 Comments:

AEARBVERNHEAEMRAHMIGE A - RFAREIREKZED?
Does site provide EMR training to monitors? If yes, is training record or certificate
available?

[] (2 4:) Yes (please tick)
[ @itk s KB ENo training record nor certificate
[ ] #4914 224% Training record is available
[ ] #4914k % Training certificate is available

B ENo

3%, B Comments:

HE A

Completed by

B4 igﬁ\?’%\ B #: 25/ H /}O/{)(dd/mmm/vww

Signature ) Date

ﬁﬁgﬁ@ﬁﬁj %0/ [ /20[6
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#53ENote:

T RN RAN ERARBATHAORRT U A ERAERERT Y
TEwk®  BUBE MR TREEN | LA RERERNELR AR
BlRARBRITEB G — £ E ~ AIRERIPE ~ HRPE/ AT ) UR KB4
BREE - BRAAGTHE THRREEN S TEM S —ROTABIMEA > ARG £
KRB RN F M AR RNt B RAKETOREBE R a7
I RE °
Software validation documentation is the demonstration of the developing "level of
confidence" that the software meets all the site's requirements and user expectations. A
"typical set" of validation documentation includes requirements for what the system is
supposed to do, a plan to test what the system is supposed to do, test results evaluation,
error evaluation/resolution, and a final summary report. Depending on if the system is
purchased or "built" by the institution, the documentation required to show that the system
has been validated "to ensure accuracy, reliability, consistent intended performance and
the ability to detect invalid or altered records" will vary accordingly.

“ B ARG ALARETEORE  HEEALRESERRR - B &
ez ek - FRATENY - PoRBREGRSF  ARRETRLELIMBELA LT
Fk(system clock) - f3E308A » 4885 ibay R 4t 0 H B R LA ARIT A A /8B ey s R R
B PO MRAE L Ao BRI R AT AR SRR LB o B A QPR R BRI T AT B
HAKER BT RZEEEHIE - £EARAMEBERR/REFHEELH SR
W AR AME  SHAEREE BN ERE  ARFEMEES > hfs FRE?
The date and time of the computer should be taken from a reliable source that cannot be
modified by the users. It should also be accurate, unambiguous and controlled. Written
procedures should be located at the site stating who is responsible for setting and
periodically checking the system clock. Just as a note, for networked systems the time on the
screen may not be the source of the time for the system/software. The site should be able to
tell you where the time is coming from and who makes sure it is correct. All data generated
should be traceable and the date that the system uses supports this activity. In your
discussions about the audit trail and/or electronic signatures, you should ask where the date
comes from and who makes sure that this date is correct and who addresses any
discrepancies?

CHEFER  REHNEIBLEF —EAGL PEAHBBRARS —BARLE > EXFE
PRI ENTE? WREERATEY  ABERBLARECREAIRRR LT NEH
WCRF L@ EM - UTRAAFEMEMEFNEHAREAGESR

Or another way to ask this question, are you able to view a complete record if data has been
transferred from another system, an older version of the software or another location? If not,
the institution is required to allow you to look at the original record to verify information on
the CRF. To clarify what is meant by data and metadata:

M ARERBERALIREFHLYFTARBTE AR RRENFET - MARIET -
Data: Representations of facts, concepts, or instructions in a manner suitable for
communication, interpretation, or processing by humans or automated means.

FAEH RENEHAHOER BN ERREESEET SR — I 12
AHPRTHEHEER XM ETRINAELERGEN BRIE (ZRABFER) £
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210E# 11 KA ZBEA ML > 4o cGMP ~ GLP BL & GCP £ & £) -

Metadata: This is data about the data. Meta-data is that data that may not be physically
included as part of a record but is still necessary to give that record meaning to fulfill
documentation requirements (based on 21 CFR Part 11 or applicable predicate rules, e.g.,
cGMP, GLP, GCP, etc.).

"EMmT  THRATTFRGRMO TN ERBEE TS LBy - fH & g
WA TRARSBEXHFOMFNET XHERNRFHOEHEN e 0 LR
FlEA a2 B AT - ¥ N AR ARE R AL EF XL F a8y (21
CFR Part 11) "

In practical terms, the types of metadata that can be associated with an electronic record
may include: details of the record’s creation, author, creation date, ownership, searchable
keywords that can be used to classify the document, details of the type of data found in the
document, and the relationships between different data components. Meta-data must be
stored as an integral part of the electronic document it describes." (21 CFR Part 11)

CRAEBNREERAERL - EERFRT RABILLEE 04 &5 BRIIT Y
BAXMY - AABEERBRNRTEEFCRIANREEEEETRROTEH - ARE
HEASRFRIFELGEMARRAGTEH(0BRA) - BEHPITEFLsrB PN LR %
W RRERENR - REARTAEABEDLRAERALZREAN > B HHEE
HAZEHEILEFTRHRERGEHNBE - A6 DM EFEHETEZ A KWRE
BN TERMERG A2 MRVERTH EREOIS > BEABAZTEEH > UL
BREAMEANRBER - ANHHETCRIMEFHHBOAEERRE B RER
R#ts -

A backup and restore process should be formalized in a procedure. The procedure is critical
and should be qualified and documented to include proof that the steps were performed.
Referring to a time when the system is not able to be used, contingency procedures should
also include action to be taken until normal operation is restored and what actions are taken
to the data generated during the system downtime, as applicable. Backups of electronic
records and meta-data should be performed regularly to prevent loss of information. The
frequency of backups should be defined in the system requirements and system procedures
approved by the System Owner since this impacts the amount of data that could be lost
during a disaster. For example a system like eDM is determined to be critical to sponsor’s
operation and we have periodical full backups with daily incremental backups to protect
study data from loss or corruption. Procedures should exist to protect backup and archive
media when stored off-site.

S ARABRLBAMN —ERBTRA AT ERER(FEARIETRE)HEEN - B A
BROFREALERST - REBHJARRT CAMAN U F - BERE - FHEA
B« GMb(a0l s £ SM A BA TROF2 SIS EAMPIS - BBz
BRFE) BREFEZTEETREMGM4 REHFEETEN - BHEHERASED
ME - LWRABHEFHDLHITRRLIALE -

Systems must be located in an environment that provides physical security and operational
integrity, as appropriate to the system function. Physical security and operational procedures
should exist. Security should extend to all roles at the investigator site, including visitors,
sponsor representatives, cleaning people, etc. Computer facilities including control rooms
and storage closet should be physically secure with controlled access (locked doors, log
books for entry and exit, key card access, etc.). Environmental conditions should be
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controlled, as appropriate, and monitored, where needed, to maintain operational integrity
environmental conditions should meet manufacturers' specifications. Consideration should
also be taken to ensure the physical security of backed up records.

R AR — BRI R/ RGP R R GG R LR EE (4o : R 3E
—RABEIR GARB 90 RAGFEH ~ AHCGRA T~ THMBEME A sk 0 RASFA A 4u1E
RHGER ) WRAKR/REEZARNSHEF O EBEY RRAITEETHE R
FHGRAER - EATHAARBRANKBELOKE  AAREBTBHEZHER
P GRBTARE) R By Ak RO AN B 2 IR A R ECEH N B e BRAT o

If system and/or operating system functionality does not include password aging, procedural
controls should be implemented that require periodic password changing. Procedures and or
controls should be established to manage user ID and passwords consistently across
regulated systems. (e.g., procedures addressing password aging typically not exceeding 90
days, issuance of identification information, periodically checking access logs, and
termination of system access). An active system should not be left unattended. The system
should have a password controlled screen-saver (“timeout” feature) to prevent unauthorized
access during periods of inactivity.

CHAKRITHRT > BRI bRt o BEHEFTHERAGAH A LA
MEE(HERNERNER) - ZATHSERRR nEEETRIRFRGRTY
FoRIREMANT RS AR/ EMER (T R) REY 934 LEAKHFTY
HEERZHERAEEFRALRAL MR R LHE R FHE -

Changes made to the system must be controlled and documented. Procedures should be in
place to ensure that all changes are evaluated by the owner of the system (even those
recommended by a vendor). If a change is needed or is warranted for the continued use of
the software than a documented review of the change approval, testing/revalidation (as
necessary), evaluation of final change and communication to the users of the system about
the release should all be present with other system documentation.

"EFRE BA EIEX BEFECATENREBRALLTAMS - BRXELH
#A82 (4o ° McAfee ~ Norton [ # #k 8¢ - BitDefender %) » 58§ £ #7 3t £ $h 347/ @ %
RIFEEBE N AT 6 R 4 o A HAE R IR & b B AR IR A S g Ty
o ko FRKBRIZELEXMAAE FELAACEZEFEN  UBRE LA TR 9% % -
Electronic viruses, worms, malware, hackers, etc. are a threat to information integrity and
system availability. The site should have virus software installed (e.g. McAfee, Norton
antivirus, BitDefender, etc.), kept up-to-date, and working/scanning actively for any type of
system networked or non-networked. Additional precautions should be taken for systems
open to the internet, for example firewalls and malware detection. Operating systems should
also be kept up-to-date to mitigate an attack on the system.

"REREREUEFRAFHECEEREFTHIMARIE L HSERR 32T A NS
AA4F E B R R TR A BT LAe K R A ERBER A —E% - AMEFHHLR
5 tEBFRIFLHELEERATABRSGHATBI e ((RRBHER) $ 218
11 8 ATXHBS)HE 4a ] o

Device checks are warranted where only certain devices have been selected as a legitimate
source of data input or commands. Validation may demonstrate that a given terminal or
workstation is technically capable of sending information from one point to another,
however validation alone would not be expected to address whether or not such device is

10/13
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authorized to do so. (21CFR Part 11; Preamble #85)

"HEW REATEFEAAEATHERZETEERS - WARERZRAANER
CREFTHMARELNCERRGEE - BlmE > AEBEHET  THRANMES
FEFERAFHERM IO EREL  AATRFORET > THEZREETH
ARAFEREBNHEKSE -
The term "appropriate" suggests that device checks are not required in all cases. These
checks should be used when certain devices have been selected as legitimate sources of data
input or commands. For example, in a network environment it may be necessary for security
reasons to limit issuance of critical commands to an authorized workstation. In a laboratory
environment it may be necessary to ensure that data only comes from a specific calibrated
instrument.

ABAARHERRETRARTAAF RS ELBENEAN (o EKA%LAE
FEFE 0 1EE RIRELA M) MR E BEMIMARAE L5 T RIBEI A UM - SR
OAEABREEXMSN  EHM T ERARCHITHIETIL  BALERGENEZ S
BT — 3 n o RAMEHRLE -

System owners and developers should evaluate the suitability of device checks (e.g., the
distinction the computer system can make regarding the source and validity of an operation)
during system definition and design to determine the validity of the source of data input or
operational instructions. Such evaluations should be included in the system documentation.
In general, the investigator would not do this type of evaluation as it would be integral to
system design and determined by the vendor.

REWRE RERTAREMARABRRAESCERRYEH -
Device checks: device checks ensure that the computer system is receiving data from
legitimate source

ERE M ERETHMAMABTH T FHOIFEHE - oo R A-BHECEHL
BRBIRFEAE A AACHERAFTHLEB FHZAHL M B FM4HAECEFHZATHL.
Operational checks: Operational checks ensure proper sequencing of events when entering
data. If events A, B, and C have to occur in order, the system ensures that Event A occurs
before Event B which occurs before Event C.

P AR RN A o etk o ARG B H (RS SRS
ERME) TS FHEERAGOEE B B TEHI AR EZHRALTSEX
LA RN RS EEENARBITET (S HRHONE SRR s
WAR) RBEXM L BEFERF ALGHLE - ERAETM  RAK - A4
PR SEER XM ~ AR BR ~ %R A - EREVGRs s TATE
BREAFEZENE - RRBERARL R QT —E 5 o

System Documentation are records describing how a system operates and is maintained.
Adequate controls (security, change control, access rights, etc.) over the documentation are
necessary to ensure the consistent operation of the system. In addition to control, it is
important that the system documentation be kept up to date and controlled under a system
of change management (versioning of the documented, history of change, etc.) System
documentation includes standard operating procedures, system maintenance documentation,
user manuals, help files, system development documentation, Functional Requirements,
Design Specifications, User Documentation, User Training Records, Contingency Plan and
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other validation materials. Source code is also considered to be part of the systems
documentation.

“ETHFAKMHEABIT KA RKH  CUERBATEELLAAMRARELR
NOEMHERZ— AFIORRAREINTHEN - EFREF—RFAEBATERSL R4
EPfE WORD X L&y —4TF - BT » ko RWsHBE Y E > LAGHFEHHE > £
RGN L CERBACRTNREAEMEL  E R RAUE U EHRENF
E-UETEEREEARR TFHEENAKBHACHEL A S LR EFLAL -
Electronic signature means a computer data compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to be the legally binding equivalent of the
individual's handwritten signature. An electronic signature tends not to be an image of an
individual's handwritten signature or a line typed into a Word document. For example, if the
record is changed, controls must be in place to ensure it is clear that the initial signature is no
longer linked to the signed record, and to require re-signing of the modified record. As in
electronic data capture (EDC) system, an electronic signature should be forever associated
with the records until those records no longer exist.

"ERETFEEN  AALAHATTRETHRRGAHAET - ETREINAAHBARF
BRLFENFFEHORS - BT SREAETORA  BRARHALACTRETHAY
THEFE  MARESEBRLSEMSER TEBTHEIAFEANIEK -

When electronic signatures are used, individuals are held accountable and responsible for
action taken under their electronic signatures. Electronic signatures are considered to be the
legally binding equivalent of handwritten signature. Investigator site should have written
procedures to hold people accountable for their actions conducted under electronic
signatures and there should be documented training on this concept.

™R F T ) B LU AR Ao Ep ) 699 X AT R B R E 6 ek AR AR R T Ep
EHBFHETEZHR(ETRIERNTERBETRZEILENDL - CBEFTLEALRE— o &
RIETEN U LIEIE— BIBEZAHF AR REC TRHENFEEE - ERAESH
wE) -

Can this be viewed both in paper and printed? Electronic records that are signed (either
electronically or on paper) should manifest the signers’ full name whenever the signed
record is viewed or printed. This name should be unique. An additional identifier (e.g.,
middle initial, User ID, etc.) should be added if the full first and last name is not unique.

LR LATHENEZFRIARENE T (o THEBE) £EFHIET > L4
REHI BT AL e BFR - BHA/BFRI R - — MR8 T1EE K (buried) E B S A Bise
HEFHEFRMARHG (o | FEBE— SN A TELENEREE)

Signatures on records indicate a certain level of importance or change in status (e.g.
approved). In the electronic environment it is important to be able to determine when the
signature was applied. This date/time should be obvious. It is generally not sufficient to rely
on "buried" data (e.g. audit trails only available through advanced queries) to determine
when a record was signed.

SEHBHANETHENITEH  wEMAR - MEAEERNITE - LB Btk
UBRBT— O EENLSEE RENERRSHBE SR FEBZLMATHITE 7T
R R LR ENURBEEEYRNNGER -

Signatures are used to indicate specific actions such as reviewer, approver, etc. When signing
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a record and when displaying a signed record the meaning of the signature should be
apparent. When it is not clear what action the signature represents, it may be difficult to
determine what data the signature is linked with and what are the legally binding
implications.

" & Loy FALR A A% 1 5 (audit trail) BE A & A% R IR B #H(source document) B i B £ 58
RBEMGRFHRRAG  ELBAEETERMEREMFEARE - TFA LW R
TR B AR AR R RAD AR R RN L -

System data and audit trails, being source documents, must be retained for a period as
agreed for all source documents and must be available for regulatory review. Electronic
source should be retained on a media that will allow credibility in the future.

RIBLBEREL TOGEME  ABRBZER » BAXARG
According to Article 70 of Medical Care Act, medical records for human trials shall be
retained indefinitely.

C REZEMAENGF —EFR  ERFEBHRASK T RIT R HEERMAE TR
E @ XA ERA BRI ORIR)?LF M A S50 AL VHN AN R R

R MRE RBRTFOLBLEETHRM(AR RSB ELERE) RESR - HER
BRAEHEER/REBARAAHR - 2RBENELTTF s  EFEEUREREY
FTHBEMZZEER  Fllo A ABATHRAM X EROELEREEE (FEMBF P H
R B RE3E 0 LB F EHRAR) o

To state this question another way - Can you get records out of the system for the Agency to
review in electronic or paper format just for our studies? Is there a process for this? The site
is required to provide the Agency (and to sponsor representatives) access to, copy and verify
any original/certified copy of records or reports used to support the clinical trial at that site.
The system should be able to generate complete copies of an electronic record, electronic
signature, and the corresponding meta-data such as audit trail in human readable form (e.g.,
be able to print it and if possible, view it on screen).

XM LBTEARTFE MBEAEE) R RERA%LHAR (R#HEHEE L
AR RBHABF)EHBITE T EOHT VREERE RN EET/HEE (&
ST FHEE EHAS)NAR > LABLT LS OIRIE I EERE o HEEEy
TROURMELEINR  EF 2D BEA XA RGKETEEHEBYNE - bR aEH
o URAHEHH S HFME -

Documentation must exist to show that the people that developed (as necessary), maintain
or users of the system (system administrators, research staff, pharmacy staff, etc.) have the
education, training, and experience to perform their tasks. Personnel entrusted with
important functions (system administration, backing-up data, data entry, etc.) must have
sufficient training to do their jobs. The vendor could have given this training but at a
minimum there should be documentation at the site as to what was taught, by whom, to
whom and when.
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