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Taichung Veterans General Hospital
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Confidentiality Agreement for Outsourced (For Third-Party)
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I, the undersigned (name of the signer, hereinafter referred to as " the undersigned "),
appointed by (company name, hereinafter referred to as "the Entrusted Party"), to handle

business at Taichung Veterans General Hospital (hereinafter referred to as the "Institution™),
solemnly declare that I will strictly comply with the followingwork regulations set by the Institution
as follows. | guarantee to well perform confidentiality obligations and responsibilities of all personal
data, information system operation secrets, sensitive business files, and other confidential
information that | hold or become aware of during the course of my work. Without the written
approval of authorized personnel from the Institution, I shall not extract, retain, transmit, or in any
way provide such information to any third party unrelated to the business. In case of any violation, |
agree to compensate for any resulting damages and to bear all relevant civil and criminal liabilities
without objection.
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1. The undersigned and the Entrusted Party shall only collect, process, or use personal data within the
scope, category, specific purpose, and duration as instructed by Institution.
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2. The Entrusted Party shall adopt appropriate security measures to prevent personal data from being
stolen, tampered with, damaged, lost, or leaked. These include the following: (1) Assignment of
management personnel and adequate resources. (2) Definition of the scope of personal data. (3) Risk
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assessment and management mechanisms for personal data. (4) Mechanisms for prevention,
reporting, and response to incidents. (5) Internal management procedures for the collection,
processing, and use of personal data. (6) Data security management and personnel management. (7)
Awareness campaigns and education training. (8) Equipment security management. (9) Data security
audit mechanisms. (10) Recordkeeping, tracking data, and evidence preservation. (11) Continuous
improvement of overall personal data security maintenance.
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3. In the case of sub-contracting, the designated sub-contractor must also complete this
confidentiality agreement.
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4. If the Entrusted Party, its employee, its sub-contractor or the undersigned violates  this
confidentiality agreement , any other personal data protection laws, or other relate regulations or
orders, they shall notify Institution and take remedial actions.
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5. If Institution retains any instructions for the Entrusted Party or the undersigned, the Entrusted Party
or the undersigned shall act in accordance with such instructions.
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6. Upon period expiration, termination or dissolution of the entrusted relationship, the Entrusted
Party or the the undersigned shall return all personal data carriers and delete or destroy any personal
data stored or held in the performance of the entrusted contract, and provide Institution with proof of
deletion or destruction.
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7. Without prior approval, the Entrusted Party or the undersigned shall not privately take out
Institution’s information equipment, media files, official documents, or other confidential
information.
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8. Without confirmation and approval from relevant personnel of Institution , the Entrusted Party or
the undersigned shall not arbitrarily connect any brought-in information devices to  Institution’s
network. If such approval is granted, the use of modems or wireless transmission devices to connect
to external networks is strictly prohibited.
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9. Any approved information device brought in for connection to Institution’s network or other
information device must first undergo virus, vulnerability, or backdoor program scanning by
computer facilities room designated antivirus personnel. Once passed, a compliance label shall be
issued and affixed to a conspicuous location on the device for inspection purposes.
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10. The undersigned or on-site service and dedicated maintenance personnel of the Entrusted Party
should primarily use the personal computers and peripheral devices assigned by Institution and shall
only have access to the Institution’s internal network. If the use of the Institution’s email or directory
services is required for business purposes, confirmation and approval must be obtained through
Institution’s business relevant personnel. Likewise, any connection to the internet must be approved
and confirmed through Institution’s business relevant personnel.
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11. The undersigned agrees to abide by the intellectual property agreements signed
betweenlInstitution and other entities.
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12. During the course of work at Institution, any confidential information or intellectual property
data design owned by others, without the owner’s consent, shall not be disclosed to third party by the
undersigned or used in the his/her work.
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13. The undersigned shall never use illegal software during the course of work at Institution.
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14. Institution may periodically or randomly appoint personnel to inspect or audit whether the
undersigned complies with the above work regulations, and the undersigned shall not refuse.
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15. This confidentiality agreement shall remain in effect even after the undersigned’s departure or the
entrusted relationship between the undersigned and the Entrusted Party is expired, terminated or
cancelled.
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16. In the event of any damage caused by the undersigned’s breach of confidentiality obligations and
responsibilities under this confidentiality agreement, the Entrusted Party or the undersigned’s
company or vendor shall bear joint and several liability for compensation.
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The Undersigned and the Entrusted Party fully understand and agree that this confidentiality
agreement is written in both Chinese and English. In the event of discrepancies between Chinese
and English, the Chinese shall prevail.
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The Undersigned:

BrEER o g R LEE LS
Signature ID Number Phone number and Permanent Address
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The Entrusted Party (the undersigned’s company or vendor )

BpE P g (8F)

Company or Vender’s Name (Signature)
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Company or Vender’s Responsible Person’s Name (Signature)

AT BT 2 » ab Phone number and Address
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Date: YYVYY / MM / DD
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Criminal Code Related Provisions Articles
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A writing, symbol, drawing, photograph on a piece of paper or an article which by custom or by
special agreement is sufficient evidence of intention therein contained shall be considered a
document within the meaning of this Chapter and other chapters.
So shall be an audio recording, a visual recording, or an electromagnetic recording and the voices,
images or symbols that are shown through computer process and are sufficient evidence of intention
therein contained.
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A person who without reason opens or conceals a sealed letter or other sealed document belonging to
another shall be sentenced to short-term imprisonment or a fine of not more than nine thousand
dollars. A person who without reason looks into the contents of a sealed letter by other means than
opening shall be subject to same punishment.
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An offense with one of the following circumstances shall be sentenced to imprisonment for not more
than three years, short-term imprisonment, or a fine of not more than three hundred thousand yuan:
- s EEFIT 1R SR E RAR %g@w IO S ST R L HER
;F'T 0

1. Uses instruments or equipment without reason to peep at or eavesdrop on other’s non-public
activities, speeches, talks, or the private part of the body.
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2. Uses audio recording, photographic, visual-taping, or electromagnetic means without reason to

record other’s non-public activities, speeches, talks, or the private bodily part.
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A person who for purpose of gain provides a locality or an instrument to facilitate another to engage
in an act specified in the preceding article shall be sentenced to imprisonment for less than five years

and short-term imprisonment; in lieu thereof, or in addition thereto, a fine of not more than five

hundred thousand dollars may be imposed.
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A person who for purpose of dissemination, broadcast, or sale has the act specified in the preceding

paragraph shall be subject to the same punishment.
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An offense of manufacturing, distributing, broadcasting or selling the recorded materials specified in

the two preceding paragraphs or item 2 of the preceding article shall be punished in accordance with

the provisions of paragraph 1.
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An attempt to commit an offense specified in the three preceding paragraphs is punishable.
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The contents of the recording specified in the preceding two articles and the articles on which the

recording is made and the recording articles shall be confiscated whether or not they belong to the

offender.
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A person without reason discloses the secrets of another which he knows or possesses through the use

of a computer or other relating equipment shall be sentenced to imprisonment of not more than two

years, short-term imprisonment, or a fine not more than fifteen thousand dollars.
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A person who commits, by using a computer or relating equipment, the offenses specified in Articles
316 to 318 shall be sentenced to punishment by increasing it up to one half.

%= 7 = -+ = % Article 323

T B EFHEE R E O MYAFTZ R U AH -

Electricity, thermo-energy, and other energies shall be considered a movable property within the
meaning of this Chapter.
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A person who for purpose to exercise unlawful control over other’s property for himself or for a third
person takes property of another from a fees-collecting apparatus shall be sentenced to imprisonment
for not more than one year, short-term imprisonment, or a fine not more than one hundred thousand
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yuan.
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A person who takes an illegal benefit in property for himself or for a third person is subject to the
same punishment.
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An attempt to commit an offense specified in one of the two preceding paragraphs is punishable.
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A person who for purpose to exercise unlawful control over other’s property for himself or for a third
person takes property of another through an ATM machine shall be sentenced to imprisonment for not
more than three years, short-term imprisonment, or a fine of not more than three hundred thousand
yuan.
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A person who takes an illegal benefit in property for him or causes a third person to take it by means
specified in the preceding paragraph shall be subject to the same punishment.
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An attempt to commit an offense specified in one of the two preceding paragraphs is punishable.
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A person who for purpose to exercise unlawful control over other’s property for himself or for a third
person takes property of another by entering false data or wrongful directives into a computer or
relating equipment to create the records of acquisition, loss or alteration of property ownership shall
be sentenced to imprisonment for not more than seven years; in addition thereto, a fine of not more
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than seven hundred thousand yuan may be imposed.
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A person who takes an illegal beneflt in property by the method specified in the preceding paragraph
shall be subject to the same punishment.
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An attempt to commit an offense specified in one of the two preceding paragraphs is punishable.
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A person who destroys or damages a document belonging to another and causes injury to the public
or another or makes them useless hall be sentenced to imprisonment for not more than three years,

short-term imprisonment, or a fine of not more than thirty thousand dollars.
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A person who gains access into another person’s computer or related equipment by entering the
password of another person's computer account, cracking the protective measures for using the
computer or exploiting the loophole of the computer system without any reason, shall be sentenced to
imprisonment for not more than three years of imprisonment; in lieu thereof, or in addition thereto, a
fine of not more than three hundred thousand dollars may be imposed.
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A person without reason obtains, deletes or alters the magnetic record of another’s computer or
relating equipment and causes injury to the public or others shall be sentenced to imprisonment of no
more than five years or short-term imprisonment; in lieu thereof, or in addition thereto, a fine of not
more than six hundred thousand dollars may be imposed.
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A person who without reason interferes, through the use of computer programs or other
electromagnetic methods, with the computer or relating equipment of another person and causes
injury to the public or another shall be sentenced to imprisonment for not more that three years or
short-term imprisonment; in lieu thereof, or in addition thereto, a fine of not more than three hundred
thousand dollars may be imposed.
%= 7 = -+ - % Article 361
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A person who commits the offenses specified in the three preceding articles against the computers
and relating equipment of a public office shall be punished by increasing the punishment up to one
half.
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A person who makes computer programs specifically for himself or another to commit the offenses
specified in this Chapter and causes injury to the public or another shall be punished for
imprisonment for not more than five years or short-term imprisonment; in lieu thereof, or in addition
thereto, a fine of not more than six hundred thousand dollars may be imposed.
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The prosecution of the offenses specified in articles, 358 through 360, may be instituted only upon
complaint.



